BO18. Nontechnical Orientation to the Coming Cybersecurity Requirements of
National Institute of Standards and Technology (NIST) SP 800-171

Question:

How will safeguards rule and NIST SP 171 be married to help with assessment methodology.
For our large institution I already have to conduct 3 risk assessments and consolidate ( manually)
just me (1 person) for GIBA. Not straight forward with a university as with a bank.

Response:

SME a€* Lossing: These two requirements cover the same intent but with different levels of
specificity.

Question:

You talked about 800-171 r3 but your presentation link was to r2. Which version of 800-171 will
be required?

Response:

SME a€* Lossing: We anticipate NIST 800-171 Rev 3 may be the requirement in the future.

Question:

Straight financial audits methodology is not a great method for our decentralized environments.
It will require corporative analysis and assurance work to help with modernization and
improvement.

Question:

will there be a transcript of the session? I can't take notes so fast!

Response:

There is no transcript but all videos can be replayed in the "On-Demand" section after the
presentation.

Question:

Will focus be on a€cecompliancea€ | or the fact that the institutions have identified areas where
not compliant and created POAMs that are teacked, monitored, and reported, continually
improve risk posture?

Response:

SME a€* Maxwell The goal will be compliance but the process will include a process of
identifying non-compliance and Corrective Action Plan (CAP) to becoming compliant.

Question:

Is following NITS 800-1717 required or recommended?

Response:

SME a€* Lossing: NIST 800-171 is recommended at this point, but may be required in the
future.

Response:

whew! but we'll definitely be looking everything over

Question:



What is the Deadline for compliance? What version of 800-171 is applicable? Is there a scoping
guide to determine what systems will be required to be compliant? What if a 3rd party has the
data. Do they need to be compliant? How will you determine who is compliant? Will we self-
assess? Does the requirement apply only to data collected from DOEd? What if a student
volunteers tax data?

Response:

SME Tambert - Revision 3 is the current version. NIST SP 800-171 Rev 3.

Response:

SME a€* Maxwell Specific assessment process and procedures will be distributed at a later date.

Question:

When do you anticipate that NIST SP 800 171 will be a requirement and require compliance as
parof risk assessments and audits?

Response:

SME a€* Lossing: We anticipate NIST 800-171 Rev 3 may be the requirement in the future.

Question:

You mentioned the update to rev 3 earlier this year, then only mention 14 families (rev2), but
also mention the planning family, which is only in rev3. So, which revision do we need to be
concerned with?

Response:

SME a€“ Lossing: Rev 3 is the current version as of May 2024. Rev 2 is no longer in use.
Response:

Unless you're the DoD...

Question:

is there a checklist for all this? it's a lot to take in. you're doing an amazing job btw
Response:

SME a€* Lossing: NISTa€™s website has the full list of details
https://csrc.nist.gov/pubs/sp/800/171/r3/final

Response:

thanks!

Question:

California only allows background checks as a requirement for employment in very limited
circumstances. How does a school in California balance the two requirements?

Response:

Please check with your institution's legal counsel on background checks compliant with
California law.
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