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AGENDA

* Threats facing Educational Institutions

The effects of cyberattacks

Feedback from Stakeholder Engagement

CISA Recommendations

* Questions?

All links in this presentation will be in your handout.
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79% of higher education providers reported
ransomware attacks in 2023

MOVEit vulnerability — 40 million people, 890
organizations impacted



FROM THE HEADLINES

Schools Are a Top Target of Ransomware
Attacks, and It's Getting Worse

Ransomware threat against colleges grows,
survey finds

Data Breach Taps 30 Years of Sensitive Info at
University of Minnesota

Colleges across the U.S. - say they've been
swept up in the cyberattack exploiting

Cyberattacks Pose ‘Existential Risk’ to
Colleges—and Sealed One Small College’s Fate




CONSEQUENCES

ind training organizations $3.
wverage in 2023

an annual report, IBM assessed the cost of cyberattacks by study

74% of all data breaches were the result of a human element Feanizations across 17 sectors.

iblished Aug. 1, 2023

= Unauthorized disclosure of sensitive

information
D Data breaches

= Loss of confidence\trust\reputation

Dive Brief:

e The average data breach in the higher education and trainir|

=  Mission impact & financial losses cot sl oz, sl el et

e This marks a decline from 2022, when the average cost of a
breach for the higher education sector reached $3.9 million|

=  "Worst case scenario” School closure oo oo
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THE AVERAGE COST OF ADATABREACH IN
THE EDUCATION SECTOR

72% of breaches involved External actors, and
the primary motivation for attacks continues

to be overwhelmingly financially driven, at
92% of breaches.

Top three attack methods are system
intrusion, miscellaneous errors, and social
engineering, i.e hacking and ransomware.
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CYBERSECURITY THREATS FACING IHE’S

e Student data breaches

* Data breaches involving teachers and school community
members information

* Business email compromise (BEC) scams

* Online class and school meeting invasions

« Website and social media defacement
* Denial of service (DDoS) attacks

« Ransomware attacks




THE EFFECTS OF CYBER ATTACKS
ON EDUCATIONAL INSTITUTIONS

S Monetary loss

Loss of learning

as
)8 1,241 incidents in 2022
oD

Source: 2022 Data Breach Investigations Report
(DBIR)
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FEEDBACK FROM STAKEHOLDER ENGAGEMENT

Challenge: Shortage of cybersecurity professionals

R 1’ h!
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FEEDBACK FROM STAKEHOLDER ENGAGEMENT

SIMPLIFY PRIORITIZE

Desire for clear,
actionable guidance &
cybersecurity plans for

ready adoption

GOVERN RESOURCE
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FEEDBACK FROM STAKEHOLDER ENGAGEMENT

SIMPLIFY PRIORITIZE

Desire for clear, Role for centralized
actionable guidance & governance in planning
cybersecurity plans for and advising on

ready adoption resource allocation

GOVERN RESOURCE




FEEDBACK FROM STAKEHOLDER ENGAGEMENT

SIMPLIFY

Desire for clear,
actionable guidance &
cybersecurity plans for

ready adoption

GOVERN

More effective oversight and
accountability

PRIORITIZE

Role for centralized
governance in planning
and advising on
resource allocation

RESOURCE
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FEEDBACK FROM STAKEHOLDER ENGAGEMENT

SIMPLIFY

Desire for clear,
actionable guidance &
cybersecurity plans for

ready adoption

GOVERN

More effective oversight and
accountability

PRIORITIZE

Role for centralized
governance in planning
and advising on
resource allocation

RESOURCE

Increase Cybersecurity
Experts in education field
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CISA KEY FINDINGS BASED ON
FEEDBACK FROM STAKEHOLDERS
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KEY FINDINGS

G Begin with a small number of prioritized investments.
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KEY FINDINGS

G Begin with a small number of prioritized investments.

Elevate cybersecurity risk management as a top priority for
administrators, superintendents, and other leaders at every educational

institution.

16
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KEY FINDINGS

G Begin with a small number of prioritized investments.

Elevate cybersecurity risk management as a top priority for
administrators, superintendents, and other leaders at every educational

institution.

Collaboration and information sharing with peers and partners to
e build awareness and sustain resilience.

17
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CISA RECOMMENDATIONS
OVERVIEW
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IMPLEMENT MOST IMPACTFUL SECURITY MEASURES

Multifactor
authentication (MFA) e Investment in

: : * Leverage NIST’s
Patch management alignment with Cybersecurity

CISA’'s Cybersecurity Framework (CSF)

for your

Backups
Performance Goals

Block common attacks (CPGs) Cybersecurity Plan
Incident response plan

Training and awareness

19
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CISA RECOMMENDATIONS IN
DETAIL



RECOMMENDATION 1:

Invest in the Most Impactful

Security Measures

FederaIStudentAid
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v Implement multifactor
authentication (MFA)

v’ Prioritize patch management

v’ Perform and test backups

v Minimize exposure to common

attacks

v Develop and exercise a cyber
incident response plan

v’ Create a training and awareness
campaign at all levels


https://www.cisa.gov/MFA
https://www.cisa.gov/MFA
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/sites/default/files/publications/Cyber%20Essentials%20Toolkit%205%2020201015_508.pdf
https://www.cisa.gov/topics/cyber-threats-and-advisories/cyber-hygiene-services
https://www.cisa.gov/topics/cyber-threats-and-advisories/cyber-hygiene-services
https://www.cisa.gov/sites/default/files/publications/Incident-Response-Plan-Basics_508c.pdf
https://www.cisa.gov/sites/default/files/publications/Incident-Response-Plan-Basics_508c.pdf
https://www.sans.org/security-awareness-training/

RECOMMENDATION 2:

Recognize and actively address

resource constraints
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v Work with your state or territory
State Administrative Agency
(SAA) to leverage the State and
Local Cybersecurity Grant
Program (SLCGP)

v  Utilize free or low-cost services to

make near-term improvements

v Expect and call for technology

providers to enable strong

security controls

v Migrate IT services to more

secure cloud versions



https://www.cisa.gov/fy22-state-and-local-cybersecurity-grant-program-fact-sheet
https://www.cisa.gov/fy22-state-and-local-cybersecurity-grant-program-fact-sheet
https://www.cisa.gov/fy22-state-and-local-cybersecurity-grant-program-fact-sheet
https://www.cisa.gov/resources-tools/resources/free-cybersecurity-services-and-tools
https://www.cisa.gov/about/regions
https://www.cisa.gov/about/regions
https://workspace.google.com/

RECOMMENDATION 3:

"Focus on Collaboration and
Information Sharing
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v’ Join relevant collaboration
groups, such as MS-ISAC (Multi-
State Information Sharing and

Analysis Center)

v Work with other information-

sharing organizations such as

fusion centers, state school safety
centers, and other state and
regional agencies, and
associations.

v' Build a strong and enduring
relationship with CISA and FBI
regional cybersecurity personnel.



https://learn.cisecurity.org/ms-isac-registration
https://www.schoolsafety.gov/state-search-tool
https://www.schoolsafety.gov/state-search-tool
https://www.cisa.gov/report
https://www.cisa.gov/about/regions
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EXECUTIVE SUMMARY

Change must come from the top down. Leaders must establish
and reinforce a cybersecure culture. Information technology
and cybersecurity personnel cannot bear the burden alone.
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THE SAFEGUARDS RULE

Your institution is required to develop, implement, and maintain an information

security program

administrative, technical, and physical safeguards

The information security plan strives to:

* Ensure security and confidentiality

|
G Your Information Security Program protects your students’ information with
il

* Protect against anticipated threats or hazards

* Protect against unauthorized access

25



EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE

THE PROGRAM IS SCALABLE

The size and
complexity of
your institution

The nature and The sensitivity of

scope of your the information
activities

26
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MAJOR ELEMENTS OF YOUR
CYBERSECURITY PLAN



WHAT YOU NEED TO DO

3. Design and
implement safeguards
to control the risks
identified through your
risk assessment

1. Designate a Qualified
Individual to implement 2. Conduct a risk

and supervise your
institution’s information assessment
security program

4. Regularly monitor

and test the
effectiveness of your
safeguards

6. Monitor your

mamd O. Train your staff gesg

service providers

9. Require your
Qualified Individual to
report to your Board of

Directors

8. Create a written
incident response g
plan

7. Keep your
information security g
program current

FEedess
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YOUR INCIDENT RESPONSE
PLAN
& REDUCING RISK
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YOUR INCIDENT RESPONSE PLAN COVERS

v" The goals of your plan

v" The internal processes your institution will activate in response to a
security event

v" Clear roles, responsibilities, and levels of decision-making authority

v Communications and information sharing both inside and outside your
institution

v" A process to fix any identified weaknesses in your systems and controls

v Procedures for documenting and reporting security events and your
institution’s response

v A post-mortem of what happened and a revision of your incident
response plan and information security program based on what you
learned

30
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RISK REDUCING STRATEGIES

Implement and periodically review access Enable multi-factor authentication for

controls anyone accessing personal formation

Know what you have and where you have

- Dispose of personal information securely
i

Encrypt customer information on your Anticipate and evaluate changes to your
system and when it’s in transit information system or network

Maintain a log of authorized users’ activity
Assess your apps ]
and Kkeep an eye out for unauthorized access
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SP 800-171 nameafthe

standard

Special Publication
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TOPICS YOU ALREADY KNOW:

training
Inventory

procedures
management

maintenance
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14 CONTROL FAMILIES

MANAGEMENT
CONTROLS

Risk Assessment

OPERATIONAL
CONTROLS

Incident Response

PROCEDURAL CONTROLS
Access Control
Configuration Management

Identification &
Authentication

Awareness & Training
Audit & Accountability

Media Protection

Physical Protections
Maintenance

System & Communications
System & Information

SP 800-171 [

Personnel Security

Security Assessment

34
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NIST SP 800-171 IS A TEAM SPORT




IHE CYBERSECURITY NEWSLETTER

Actionable Information

Sent Quarterly to 20,000 Leadership, IT and Compliance Pros at IHEs

To sign up and receive FSA’'s new cybersecurity

newsletter, please email FSASchoolCyberSafety@ed.gov with the

subject line: “Send me the FSA Cybersecurity Newsletter for IHEs.”

Federal StudentAid

An OFFICE of the U.S. DEPARTMENT of EDUCATION

< Inbox

Click here to view this email as a web page.

Federal Student Aid

Cybersecurity
Updates
June 2022

$2.73 Million

That is the average cost of a ransomware
recovery in the education sector — 48%
higher than the global recovery average. During
a ransomware attack, institutions lose access to
critical systems and information, which
dramatically impacts their ability to operate.

Since October 2021, more than 150
postsecondary institutions have reported
ransomware cases to Federal Student Aid
(FSA). Implementing cybersecurity best
practices can prevent ransomware attacks,
protect your institution, and keep student

= B A

36
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QUESTIONS?

Report breaches to:

« fsaschoolcybersafety@ed.gov

* OR use the Cybersecurity Breach Intake
Form



https://fsapartners.ed.gov/title-iv-program-eligibility/cybersecurity/cybersecurity-breach-intake
https://fsapartners.ed.gov/title-iv-program-eligibility/cybersecurity/cybersecurity-breach-intake

FederaIStudentAid

FFFFFFFFFFFFFF .S. DEPARTMENT of EDUCATION

™)
D

FSA CYBERSECURITY WEBSITE
HTTPS://[FSAPARTNERS.ED.GOV/TITLE-IV-PROGRAM-ELIGIBILITY/CYBERSECURITY

CISA RESOURCES
HTTPS://WWW.CISA.GOV/CYBERSECURITY

NIST CYBERSECURITY FRAMEWORK
HTTPS://WWW.NIST.GOV/CYBERFRAMEWORK

38


https://www.nist.gov/cyberframework
https://www.cisa.gov/cybersecurity
https://fsapartners.ed.gov/title-iv-program-eligibility/cybersecurity
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