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AGENDA

Understanding our role

How to: prevent data mishandling

1

2

3 How to: handle data disposal

4 How to: respond to data breach
5

About FSA and IHE Cybersecurity
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TOP CAUSES OF INCIDENTS REPORTED TO FSA

Ransomware
29%

| Data
'Mishandling
49%

Phishing A
8%

Hacking
14%
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TH E GOOD N EWS! Emails containing

— sensitive student

PII sent to wrong
Good news: half of incidents we can prevent ourselves.

recipients
Sensitive = Improper disposal
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WHAT IS DATA MISHANDLING?
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IHEs RECEIVE A LOT OF SENSITIVE DATA
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DATA MISHANDLING

Data mishandling is the intentional or
unintentional distribution of information to
those who are not authorized to view, receive

or use it.

Most often, data mishandling happens due to
an employee mistake or carelessness, and the

outcome of that error can vary in severity.
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CONSEQUENCES

ind training organizations $3.
wverage in 2023

an annual report, IBM assessed the cost of cyberattacks by study
74% of all data breaches were the result of a human element Franizations across 17 sectors.

iblished Aug. 1. 2023

= Unauthorized disclosure of sensitive
information

=  Significant cost to remediate

= Loss of confidence in institution

Dive Brief:

e The average data breach in the higher education and trainir|

= Lose access to critical systems :

e This marks a decline from 2022, when the average cost of a

breach for the higher e reached $3.9 million|

includes public and pr , as well as training and

development companies in its count.
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HOW TO PREVENT
DATA MISHANDLING



REDUCE
DATA MISHANDLING

o O O DO

OO

Establish robust data access, storage, and
handling policies and procedures

Add checks and balances, like you already
do for financial matters

Hold department-wide training to raise
awareness of data mishandling

Make sure employees understand their roles
and obligations, especially in the event of an
incident

Implement a Data Loss Protection system

Enable email rules that flag content moving
outside your organization




SEPARATION OF
DUTIES

Good news, Data Mishandling is
completely within our control. Fireman
never go in a building without a buddy.
Separation of duties. One person does, the

other checks.
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DATA MANAGEMENT .
BEST PRACTICES Make sure staff are fully
e The best aware of process and
way to procedures when
] handling hard copies of
__ avoid a data
¢ breach is
""" Slow down!

Flag content moving

outside and organization




CHECKLISTS

Checklists came from the aviation
industry. They cut air crashes significantly.
Repeatable, standard procedures reduce

mistakes and become second nature.




THE BEST WAY TO
AVOID A BREACH

Is to prevent it

. Encrypt emails

d  When sending email always check to "To" box to make
sure autofill did not select the wrong recipients

(d Make sure contact lists and email address books are
up to date

O Talk to your IT department about options for a Data
Loss Protection system

(d  Double check listservs sent to third party processors

(d Make sure staff know processes and procedures when
handling hard copies of data

=
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HOW TO HANDLE DATA DISPOSAL



WHAT IS MEDIA
SANITIZATION?

Media sanitization is a process by which
data is irreversibly removed from media,

or the media is permanently destroyed.

Common media include physical
documents, desktop and laptop computers,
mobile devices, external hard drives, USB

drives, and memory devices.




WHY PROPER DISPOSAL IS
IMPORTANT

Proper data management,
especially data destruction, is
critical in protecting sensitive
information against unauthorized
access
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HOW TO HANDLE A DATA BREACH
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DATA BREACH CHECKLIST

Validate the data breach

Assemble incident response team

Determine the scope and composition of breach

Notify the data owners

Ensure breach evidence is appropriately handled and
preserved

SIS TS LSISHLS

Collect and review breach response documentation and compile
lessons learned




REPORT A BREACH

Schools are required by the SAIG and PPA
Agreements to report all incidents of data
mishandling immediately to
FSASchoolCyberSafety@ed.gov

Or by using our Cybersecurity Intake Form.

@ An official vebsite of the United States govert
Federal StudentAid
KNOWLEDGE CENTER TRAINING FINANCIAL Al

>

Cybersecurity Breach Intake

Please complete the Cybersecurity Breach Intake Form

21


mailto:FSASchoolCyberSafety@ed.gov
https://fsapartners.ed.gov/title-iv-program-eligibility/cybersecurity/cybersecurity-breach-intake
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IHE CYBERSECURITY: OUR MISSION

Increase
Cybersecurity &
Privacy at IHEs

Decrease Risk
to FSA Data,
[HEs & Students

[HE Division Aligns -> with FSA's Enterprise Technology Directorate Priorities of Cybersecurity & SABER

FSA Strategic Objective 5.4, Improve cybersecurity detection, prevention, and protection ensuring data confidentiality, integrity, and availability

23
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IHE PROVIDES TECHNICAL ASSISTANCE TO IHEs

e Incident Response
e Gramm-Leach-Bliley Act (GLBA) Audit Remediation
e Cyber Threat Information

e Qutreach




INCIDENT RESPONSE Roporta resch
Report a breach with the Cybersecurity Intake Form.

CYBERSECURITY
FRAMEWORK
VERSION 1.1

Cybersecurity Breach Intake

Please complete the Cybersecurity Breach Intake Form.

Cybersecurity Breach Intake Form

I n FY 2 2 ) We h e 1 p e d All fields marked with an asterisk (*) are required.

* Date of Breach

Suspected or Known

3 O O MM/DD/YYYY
* Impact of Breach

Number and type of records, etc.

schools

* Method of Breach

Hack, accidental disclosure, etc.

Federal StudentAid
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GLBA ELEMENTS

1. Designate a
Qualified
Individual

2. Conduct a risk 3. Implement
assessment Safeguards

4. Monitor and
test your mamd O. Train your staff g
safeguards

6. Monitor your
service providers

8. Create a written
incident response gumg
plan

7. Keep your
program current

9. Report to your
Board of Directors

26
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THREAT INFORMATION & OUTREACH

We proactively help schools through
FSA's Cyber Threat Team, Federal
threat information and dozens of

Outreach events

osint
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O U T RE AC H Media Sanitization and Disposal

Best Practices

Federal StudentAid
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Published on h

We created 19

events and ‘ =__ ; 7 ., - AUTHOR: Federal Student Aid

ELECTRONIC ANNOUNCEMENT ID: GENERAL-23-10
SUBIJECT: New Cybersecurity Resources for Institutes of Higher Education Available

u L] [ - . S
— 3 . s 2 Federal Student Aid (FSA) has developed two new factsheets on how to establish an Incident Response Plan (IRP) and the
C O m m u n 1 C a 1 O n S 1 n § T S importance of data sanitization. Additional information is below.

EederalStudent Aid

Cybersecurity Updates
September 2022

Cyber Attack Advice from Brian Peacher, IT Director at
Lincoln College

"It had been a great day and | was enjoying dinner on Sunday
evening with my family. Then | got the phone call," recalls Brian
Peacher, Sr., who had been confirmed as the new IT Director at
Lincoln College, in Lincoln, lllinois, just two days earlier.

28




FAITIE

® American
Council on

AN/ L Education

EDUCAUSE

M NASFAA

NATIONAL ASSOCIATION OF STUDENT FINANCIAL AID ADMINISTRATORS

Ve

CECU NACC. . 7w
carser cmmten i cmrmei: NACUBO %\ ¥’ IDENTITY DEFINED

Colleges and Universities National A i  Coll \ ’,, °
ational Association of College p— ;S
_ and University Business Officers — \\ .", v SECURITY ALLIAN ng




FederaIStudentAld

EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE

CHAMPIONS OF CYBERSECURITY

o .
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Virtual ™™o zs5ec1 2023
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FSA'S IHE CYBERSECURITY NEWSLETTER

* Actionable information, tips, and resources

* Sent quarterly to 20,000+ IT and Cybersecurity
compliance pros at IHEs plasteN

] To sign up, email
FSASchoolCyberSafety@ed.gov with the $273M"m
subject line “Send me the FSA Cybersecurity nthe shcation se

Newsletter for IHES”



mailto:FSASchoolCyberSafety@ed.gov

FSA IS HERE TO HELP

QUESTIONS?

FSASchoolCyberSafety@ed.gov

BE PROACTIVE T S===  REPORTBREACHES
%  IMMEDIATELY
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H

FSA CYBERSECURITY WEBSITE
HTTPS://[FSAPARTNERS.ED.GOV/TITLE-IV-PROGRAM-ELIGIBILITY/CYBERSECURITY

CISA RESOURCES
HTTPS://WWW.CISA.GOV/CYBERSECURITY

NIST CYBERSECURITY FRAMEWORK
HTTPS://WWW.NIST.GOV/CYBERFRAMEWORK

33


https://www.nist.gov/cyberframework
https://www.cisa.gov/cybersecurity
https://fsapartners.ed.gov/title-iv-program-eligibility/cybersecurity
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APPENDIX

34
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MEDIA SANITIZATION BEST PRACTICES

0

@ ©

Create and Media sanitization Data storage
abide by your method should be devices should be
school’s media based on destroyed prior
sanitization the sensitivity of to disposal

policy the data, not the

media type.
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MEDIA SANITIZATION BEST PRACTICES

@

& ©®

Avoid using file Shred physical Sanitize faulty
deletion, disk documents so storage media
formatting, and one- they are safe for before returning it
way encryption to disposal or to the manufacturer
dispose of sensitive recycling. for service or

data replacement
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MEDIA SANITIZATION BEST PRACTICES

@

©

Verify all data Document all Third parties must
sanitization media agree that personally
procedures to sanitization identifiable

ensure data is with signature information (PII)
irretrievable confirmation be destroyed when no

longer needed
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