ACCOUNT
MANAGEMENT

Foreign Funding Disclosure Portal

OVERVIEW

This guide walks you through account management for the foreign gift and
contract disclosures portal. Use it as a reference for navigating the portal’s
main account workflows, understanding approvals requirements, and

ensuring accesses for the institution are accurate.
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Accessing the New Portal

1. Navigate to https://www.foreignfundinghighered.gov

M An official website o the United States government _ Hare's how o knoe [l

G U Department o Education

¥ section 117 Foreign Gift and Contract Public Transparency Dashboard

all reported of Education as of January 31, 2025,

Section 117 Foreign Gift & Contract Reporting

Section 17 flof

$62.4B 117,152 194 527

Top Countries

$8.08

v 7
e 1 Qatar $6,572.557,546

2. You will see tabs across the top:
- Home
- Training
- Downloads
- Log In

3. Select Log In
- This will redirect you to login.gov to create an account and future
authentication
- To establish an account for Section 117 reporting, select
“Create an account”



Authentication with Login.gov

*NOTE* If you have an account registered with Section 117 reporting then

follow the “Sign In” prompts

1. To establish an account for Section 117 reporting, select “Create an
account”

TEST SITE -Do not use real personal information (demo purposes only) -TEST SITE

28 A DEMO website of the United States government Here's how you know

vwocinGov  SECN7

Por

SEC117 is using Login.gov to allow you to
sign in to your account safely and securely.

Signin ( Create an account )

Create an account for new users

Enter your email address

Select your email language preference

O English (default)

Espariol

Security Practices and Privacy Act Statement [}

Privacy Act Statement [l

2. Enter your email address associated with your Institution of Higher

Education (IHE) and select your preferred language.

3. Click “Submit”

4. You will have to select a multifactor authentication method.

- [t is recommended to choose text or phone call



- If you choose Face or Touch unlock, you will have to choose a

secondary method.

OLocinGoy  SECT7

Authentication method setup
Add an additional layer of protection to your Login.gov

account by selecting a multi-factor authentication method.

We recommend you select at least two different options in
case you lose one of your methods.

Face or touch unlock

Use your face or fingerprint to access your
account without a one-time code.

Download or use an authentication app of
your choice to generate secure codes.

Text or voice message

s =
®
[3 Authentication application

Receive a secure code by (SMS) text or
phone call

<9 Security key

Connect your physical security key to your
device. You won't need to enter a code.

Government employee ID

PIV/CAC cards for government and military
employees. Desktop only.

$ Backup codes
Alist of ten codes you can print of

your device. Because backup codes a
easy to lose, choose this option only as a

last resort.

Cancel account creation

DLocinGoy SECT7

Add a phone number
Wel send you a one-time code each time you sign in

Message and data rates may apply. Do not use web-based
(VOIP) phone services or premium rate (toll) phone numbers.

Phone number

How you'll get your code
O Text message (SMS) Phone call

You can change this anytime. If you use a landline number,
select “Phone call”

Mobile terms of service

Choose another authentication method

5. Once you choose your multifactor method,

select agree and continue



LB ADEMO website of the United States government Here's how you know

OLocinGov SECT7

l Il A phone was added to your account.

-~ to SEC117

We'll share this information with SEC117:

Change

|

Cancel

(3] US General Services Administration [ Language Help~ Contact” Privacy & security _ Accessibility statement —

6. You will be brought to the following screen and select “Submit form”.

Welcome

d complete intake forms to access t

Action required

i}

User Access Request




7. Select the proper role: Analyst or Sponsor:
- Analyst Roles enter the reporting data in the system on behalf
of the school
- Sponsor Roles can enter data, review reports, attest to reports,
and submit reports to the U.S. Government

User Access Request

Role and Institution

Whatis your role?

Analyst S
Q Filte
Analyst

Sponsor

Select an option...

8. After you select your role, choose the IHE affiliation and submit form.

You will have the following notice stating your role is pending.

Welcome

Review and complete intake forms to access the platform
Pending
D seraccess Request

Admin
Your access request has been submitted successfully and is currently under review by your
institution's PDPA administrator. You will be notified once a decision has been made.

@ Theintake request was submitted.




9. Your account in the system will not be active until the Department of
Education approves the account and [HE association. Until that

approval is complete, you will receive the following notice.

You have reached the login page for ww

If you are looking for the main landing page, plea:

O Logi

Accessing the Portal
1. Once your account is approved return to
https://www. foreignfundinghighered.gov and select log in.

2. After authenticating with Login.gov, you will receive the following

notice to accept.



Department of Education System Access Notice

s or data for security, intelligence, and other lawful purposes. Anyone
red use of this information system is prohibited and subject to criminal

and civil penalties. Except as by the U.S. Department of 0 orized 2 ccess, obtain, upload, modify,

change, and/or del . ation system are strictly prohibited o

and other applicable statutes, which may result in fines and imprisonment. For purposes of this information system, unauthorized access includes,
tis not limited to:Any access by an employee or agent of a commercial entity, or other third party, who s not the individual ser, for purposes of

commercial advant; gar f whether the commercial entity or third party is providing a service to an authorized

. erance of any crimin: v or laws of the United

States or any State.

Privacy Act Warning

This U.S. Government information system may contain personal information protected by the Privacy Act of 1974 (as amended). By using this
information system, you are explicitly consenting to be bound by the Act's requiremy d acknowledge the possible criminal and civil penalties
for violation of the Act

User Confirmation

gging into this information system, e tyo rstand and consent to all the above, you are personally confirming that you
are an authorized user of th he Privacy Act

¥ | have read through and acknowledge the above information

User Access Authorization and Certification Statement

agree and understand that intentional submission of false o misleading information to the Federal Government is subject
mprisonment for up to five year of the United States Code (including 18 U.S.C. 1001). further agree and uny d that
any person, including myse 0 c 8 ssued to another person or obtained by fraud
nment information technology 3ud, commercial advantage, or private financial gain shall be
0, imprisonment for up to five years, or both, under provisi

whom | am approving s

1 centify that, if e losure reports under Section 117 of the Higher Education Act, as
e accuracy of the submitted information s binding

¥ 1 have read through and acknowledge the above information

Foreign Financil Discosure Report )
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B Executve View

View institutional data, report gifts and contracts, and other resources.
© Review ropors
> Wyload mmsasias You are reporting on behalf of Department of Education
Srgi vansacton (OPEID: 909909)

Bk vansacsons

v Wosk ebmteciens Quick links
ons
sy o Managers Review Executive view Single transaction Bulk transaction
R - - reporting reporting
Submited 1o ED e - .

> Access Management

e S
=

Amendments Review reports Draft reports

Account Management

1. Sponsor and PDPA roles can approve and manage users associated
with their [HE.

2. To approve accounts, select “Approve Initial User Account” from the

left-hand side of the portal page



Welcome, User*

View institutional data, report gifts and contracts, and other resous

You are reporting on behalf of ABC Beauty Academy

Quick links

Executive view Single

Bulk

reporting

reporting

Amendments Review reports

Draft reports

3. Select all user requests and then the name of the user to approve or

reject.

@ Foreign Financial Disclosure Report

€ Return home

Approvals

Quick filters.

Approved +3

Select attributes.

10

Sort: Recently created

4. When you select the user to approve or reject, you will receive a

warning regarding the user. This is a normal notification.



"User Access Request” request for i il.com
c wn user on Dec 9, 2025, 309 P

ron Dec 9, 2025, 3

Reviewer tasks

+ Iovitereviewers + 1 Comments
Tasks eligble for your approval

inprogress  User intake request

A Failed to find existing attibutes for the user

On approval, @ 3 f their existing attributes and assigned
Organization

What is your role? (ottribute key: role)
Analyst

Whatis your primary institution? (attribute key: university)
ABC Beauty Academy No comments

Be the first to leave a comment.

B I & & &

prirrens e - -
e Bl B
All tasks must be approved before the task can be completed B 2 P

5. You can reject user requests that are not associated with your IHE or
are not the appropriate role. For submissions that need to be

corrected, select request changes.

Request changes
This will reject all eligible tasks @

Q

Reject and Close
&8

Closed requests cannot be re-opened

6. Upon approving a user, you will see the indication that it has been
approved.

Tasks eligible for your approval

Approved User intake request

11



Requesting an Additional Institution

1. Users have the capability to be approved to report for multiple IHEs.

2. Select “Access Management” on the left side of the portal and then

select “Request Additional Institution”.

@ Foreign Financial Disclosure Report

Department of Education You are reporting on behalf of ABC Beauty Academy
PR Bemty pewtomy 2109 Buckingham Rd., Richardson, TX (OPEID: 04168800)

| i Quick links

v Upload transactions

- Single transaction Bulk transaction Amendments
le transaction 3 3
reporting reporting Reports awaiting additional

SUl Emencsons Report and enter the detais for a Report and enter the detals for information

e —_— single report to your institution multiple reports to your institution
Drafts

Go to single transaction Go to bulk transaction

vl
Rejected by Manager
‘Submitted to ED
Amendment Draft reports

— oy In progress reports to be
submitted online
Request Additional Instiution

[ Log Out
Go to draft reports >

3. Search for the institution in which you require a role

@ Foreign Financial Disclosure Report

I An official website of the United States government Here's how you know [l

Department of Education
ABC Beauty Academy

Select a university to request access to

l [ soarch |

A Home Request Access »
v Upload transactions University Allas OPEID Administrator email*
Single transaction hame Full email only
Bulk transacti Modem
i ransactons Hairstyling 0 02195400
Institute-
v Track submissions Bayamon Select role*
Drafts Grace College O Request as Analyst
Ready for Manager's Review and 0 00180000 SAESetel o
Theological
Rej i
lejected by Manager Seminary Request role
Submitted to ED Chowan 0 00291600
University
Amendment
Danville
> Access Management Community [1 00375800
College
CapriBeauty | | 01308801
College
Instituto
Tecnologico de

12



4. Once you locate the institution, select the role and enter the PDPA or

Sponsor email for the institution.

Administrator email*

Full email only

5. Ifyou enter the PDPA or Sponsor email incorrectly, you will not be

able to submit the form.

Please enter a valid administrator email

6. Once the PDPA or Sponsor approves the role, you will have access to

the new institution.

Approving Additional Institution Access
1. Sponsors and PDPAs can approve users to have access to an additional

institution.

2. From the portal page, select “Approve Additional Institution” from the
lefthand side of the page.

13



@ Foreign Financial Disclosure Report

° Department of Education
ABC Beauty Academy
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v Track submissions
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‘Amendment

v Access Management

G+ Log Out

Welcome, User*

View institutional data, report gifts and contracts, and other resources.

You are reporting on behalf of ABC Beauty Academy
2109 Buckingham Rd., Richardson, TX (OPEID: 04168800)

Quick links
Executive view Single transaction Bulk transaction
An aggregate view of your reporting reporting
nstitution's reporting data Report and enter the details for a Report and enter the details for
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Amendments

Review reports Draft reports

Reports awaiting additional
information

Access and action open reports In progress reports to be

from institutions submitted online

Approve Initial User Access

Approve Additional Institution

&

[ SEGESSRESS Y B YT SN W SR ST T S

3. Alist of users to approve will show all requests pending action

Users to approve (8)

Users actioned on (100) Group management (100) Blacklisted users (0)

Email

Current OPEID Groups Decision

4. You can scroll and select the user or find them with the search bar

emaill @email.com

email2@email.com

email3@email.com

Provide access to portal

X et
2 i
SRR

Provide access to portal

Provide access to portal

5. You have the option to approve or reject the request

6. Approvals will receive a notification and secondary approval

confirmation.

14




x

7. Rejections will receive a notification and a secondary rejection

confirmation.

) Reject User

Changing Institutions

1. Once a user has roles associated with multiple institutions, the user

can toggle between those institutions.

2. From the home screen of the portal, select “Change Institution”.

Q@ Change Institution




3. The next screen will allow you to select the institution for which you

have access.

Switch Institution

Current institution:

A Better U Beauty Barber Academy

A Better U Beauty Barber Academy

ABC Beauty Academy
OPEID: 04168800

Cancel

4. After selecting the institution, you will be prompt with a notice about

the action and then “Confirm Switch”.

Switch Institution
Please confirm you want to switch to the selected institution

Current institution

A Better U Beauty Barber Academy

Switching to:

ABC Beauty Academy
OPEID: 04168800
Richardson, TX

(O !acknowledge that | am switching institutions and understand that this will
change the data | can view and report on.

Managing Approved Users
1. Select “Approve Additional Institution” and then select “Group

Management”.

16



Users to approve (8)  Users actioned on (100) [l Group management (100) [l Blackiisted users (0)

Email Current OPEID Groups

Decision

2. From the Group Management screen, select the user to remove from

the group. Select “Remove from Group”.

Users to approve (1) Users actioned on (0) Group management (3)

Email Status Action

L3
analyst@gmail.com Remove from group
other-analyst@gmail.com Waiting for Department of Ed approval Remove from group
sponsor@email.com

3. Once you select the user to remove, you will receive a secondary
removal confirmation.

Remove User

4. To complete the action, select “Remove User.”

17



